F::=RTINET. ALSO

FortiOS 6.0 aus der Praxis - Einleitung

24. Oktober 2018 — Emmen
Martin Ruesch, Technical Consultant, ALSO
Gabriel Kaelin, Jonas Walker & Markus Frey, Systems Engineer, Fortinet




Agenda

Registration
Welcome

AD-VPN
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Abschluss

ALSO Schweiz
NSE Programm und weitere Schulungstermine

Was ist AD-VPN und was flr einen Nutzen bringt es? Wie konfiguriere ich AD-VPN. Wir
werden eine Konfiguration direkt live vornehmen. OCVPN: Wie funktioniert es und was sind
die Grenzen?

Mit neuen Anforderungen haben sich Enterprise WANSs in den vergangenen Jahren
dramatisch gewandelt. Ging es zunachst nur darum, Geschéftsstellen Uber private
Verbindungen zuverléassig mit einem zentralen Unternehmensrechenzentrum zu verbinden,
mussen Anwender heute auch sicher und direkt auf vertrauenswurdige Clouddienste
zugreifen konnen. Wir zeigen was Fortinet unter ,Secure SD-WAN* versteht und erklaren
anhand einer live Umgebung, wie SD-WAN konfiguriert und Betrieb genommen wird.

Wir zeigen, wie die FortiGate mit den FortiSwitch integriert und als Controller verwendet
werden kann.

FortiGate als Virtual Firewall in Azure verwenden. Was dabei beachtet werden muss und
wie Azure Objekte direkt in FortiGate eingebunden werden kénnen. Dabei verwenden wir
Beispielarchitekturen fur eine Cloud DMZ, Segmentation und HA-Topologien.
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ALSO Schweiz AG - Locations

—

Founded in February AI.SO'

1984 with 3 employees Emmen/LU

: - Headquater & Loaqistics &
in Hergiswil/NW Repair ( @bachman)

About 520 employees 9

in 3 locations

NRS

Thun/BE

Managed Print Service

ALSO'

Renens/VD
Sales Organisation

24 Apprentices

—

Ea
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https://www.nrs.ch/index.php

Cyber Security Team @ ALSO Schweiz AG

Contact Information

ALSO Schweiz AG
Meierhofstrasse 5
CH-6032 Emmen

Y e

Alain Tanner Ivo Tibolla Bruno Gujer TBH TBH Sandro Amrein Enes Uysal Andreas Gut BU Security Tel +41 41 266 29 62
Head of Business Business Business Business Business Product Manager Product Manager Focus Sales BUS itv Mal . h |
Unit Security Development Development Development Development Fortinet Check Point, Sophos ecurity Mail security-c @_a so.com
Manager Security Manager Security Manager Security Manager Security Sophos, Security BU Security Web  htips://security.also.ch
(Romandie) Innovation Personal email first.lastname@also.com
i e RS .

Irma Walti Christian Huber ~ Martin Ruesch ~ Sascha Mafli TBH Patrizia Warmuth Virginia Birge  Armin Halilovic
Marketing Technical Technical Technical Technical Inside Sales Inside Sales Inside Sales
Consultant Consultant Consultant Consultant Consultant Fortinet Sophos Fortinet & Check
Point
Sus Ch int ' 2} SECURITY
Z:RTINET. SOP eck Point 5
uuw I E ® SO H OS SOFTWARE TECHNOLOGIES LTD. erT 1) INNOVATION
fortinet-ch@also.com sophos-ch@also.com checkpoint-ch@also.com eset-ch@also.com  securityinnovation-ch@also.com
https://fortinet.also.ch https://sophos.also.ch
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https://security.also.ch/

Fortinet Value Add Distributor

TIRTT PY

ALSO

ALSO TRAINING

Knowledge makes the difference

F

BROAD

e Visibility & Protection

The delivers broad protection and visibilty to every network segment, device, snd - IRITL AT

appliance, whether virtusl, in the cloud, or on-premises. .
INTEGRATED
Detoction of
Advanced Threats

r

AUTOMATED

products through a single console. RO

sessment

The Fortinet Security Fabric segments the entire network-from the Interet of Things (IoT) to the cloud-to
provide superior protection sgainst sophisticated threats

Fortinet hat ein neues TradeUp Programm per Q2'18 angekiindigt, welches eine Vereinfachung im Ablauf bringt. Dss Ausfillen des bisherigen Formulsr entfSlit, da die zum
TradeUp berechfigten Appliances direkt via ‘ausgewshit werden kénnen. Berechfig sind nur Appliances gemass EOO Liste (End of Order).

Weitere Details finden Sie hier:

Einige ForfiWiFi und A @ss Tabelle unten sind seit dem 12. Juni 2018 auf Grund von . FortiWiFi-30E
Regulstorien nicht mehr kinftig nicht mehr nach Europa geliefert + FortWiFI-30E-3G4G-INTL

Alle anderen FortiWiFi, FortiAP und insbesondere ForiGate sind nicht betroffen!

+ FOrtWiFI-90D-POE
+  FortiWiF-920

Alle akuellen Fortinet Training, Workshop und
Webinare finden Sie Informationen z1s Neuesungen und Anpassungen
finden Sie im Newsletter

Sind thre Support Tickets nicht im 2nd Level,

Die folgenden Anleitungen heifen bei der
Sie zertifizierter Pariner sind? Partner 2

Lizenzierung von FortiGste Appliances:

im
d dort Tickets fur Ihre Kunden
erstellen

NSS Labs 2018 NGFW - SVM

NSS Labs Next Generation Firewall (NGFW)

» Marketing Support
* Microsite (fortinet.also.ch)
*  Wiki Media
* Partner Update Workshop
* Partner Lead Generation (COOP)
» Technical Support
* 2nd Level Customer & Partner Support
* Professional Services
» Bid Management
* Financing Services
* Export Service
* Special Bid Support & Tracking
* MSRP Pricelist and Licensing Guide
» Inventory Management
* Renewal Tracking
* Fortinet 24x7 RMA depot
» Demo und POC Material
» FortiGate units with full FortiGuard Services
Training
* Onsite (on-boarding, Individual)
« ATC in Emmen, Wallisellen, Renens
* PearsonVue Test center

RTINET

l AUTHORIZED TRAINING CENTRE

F::RATINET
NetSec Expert Program

FERTINET

NetSec Expert Program
SPECIALIST

FEERTINET

NetSec Expert Program

ANALYST

F::RTINET

NatEec Expert Program

PROFESSIONAL
FERATINET
MatSec Expert Program
ASSOCIATE
FERTINET
NetSec Expert Program
ASSOCIATE
F:=RATINET
NetSec Expert Program
ASSOCIATE
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Fortinet Security Fabric
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FE:RTINET

700,000 ~$15B
Founded: Nov. 2000 600000
First Product Release: May 2002 500,000
Fortinet IPO: Nov. 2009 100,000
NASDAQ: FTNT
— S CAGR 54%
Headquarters: Sunnyvale, California '
Employees: 5,462
T e 00,000 Palo Alto Networks
FY 2017 Revenue: $1.4958 — I I
Q2 2018 Revenue: $441M 2 o— . [ I

Q2 2018 Billings: $513M

Source: IDC Worldwide Security Appliances Tracker, April 2018 (based on annual unit shipments) REVENUE

Q2 2018 EPS (GAAP): $0.28 Q2 201 8

Q2 2018 EPS (Non-GAAP): $0.41 High-End Appliances

APAC
Market Cap (June 29, 2018): $10.6B g Mid-Range Appliances 35% 10%
° 31% Large enterprises & telcos/
$1.5B Cash and No Debt Erferprises service providers

Units Shipped to Date: 4M+ Americas o
43% FortiGate EMPLOYEE
REVENUE -
Customers: 360,000+ by RegicEJn Billings COST
by Segment EMEA by Region
Global Patents (as of June 30, 2018) EMEA 27%
Issued: 536 37%
Entry-Level Appliances Americas
Pending: 240 34% 63%

SMBs, branch offices, and retail
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https://fortinet.wistia.com/medias/so6a3fc3s7

Network Endpoint Web Application Advanced
Security Security Security Threat Protection

Multi-Cloud Email Secure Management
Security Security Unified Access & Analytics

” Management
Applications Analytics

FortiGate FortiClient FortiMail ) FortiAP FortiSandbox FortiAnalyzer
Virtual Firewall EPP Secure Email FortiWeb Wireless Advanced Threat Central Logging /Reporting
FortiGate Network Security Gateway Web Application Infrastructure Protection

Enterprise Firewall | | | | Firewall | | | E
N
%L

. e , FortiManager
i FortiGate FortiSwitch Central Security Management

l.‘, Cloud Firewall

i Switching
SD-WAN Network Security Infrastructure %
. Security Information &
- Event Management

VPN FortiCASB
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MANAGEMENT-ANALYTICS

Fabric-enabled Advanced Threat |

Protection delivers...

Broad p |
Identification of advanced attacks across the / & o

entire attack surface through integration

Integrated @»
Prevention, rather than just detection, of
iIncidents by working in conjunction with in-

place controls

y
e

Automated and coordinated response to the full

Automated = @
lifecycle of each attack through loC sharing

ADVANCED THREAT PROTECTION
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Fabric Topology View

="= FortiGate 1500D

Favorites v | & | Q Search

-~ SOC dashboard
-~ NOC dashboard

Sort By. = Bytes [Sent/Received)

mf. @
Physical Topology NGPW-PR| PR acc-sw: \\ M‘En-:= W (u-:B \ kgiﬂ'a g JjQ«Pu:
Internet > \ \ \
Logical Topoiogy [H] \ ". \ \\
| \
FortiView Interfaces ] l|' \ \ \-\ ~—0 09
|
Security Rating l\ \ \ o
Automation \ \ ()
FortiView LAN/DMZ \ O TS 1000108
Compromised Hosts \ s [[[r s
Quarantine Monitor \ o7 sacss e accuass S~ 000
Device Inventory \ \\
FortiView LAN/DMZ \\ (=)
' Applications \ \\ PQETFIN015%
FortiView LAN/DMZ Web \ [IIf
Sites l §~c 1w r--: \\\ :csm. S~ ®
FortiView LAN/DMZ Threats l | Il\ \ °
FortiView Endpoint . \ \ \
Vulnerability | \l'. ()
\\ a1t ot
@ Dashboard > \ \ s
¥R Security Fabric > \ .
| \
& FortiView > \ \ R
\
F Network ’ mf’ = e
S = s
“ SYStCm > 1 ACTNGEW ocFw \\\\ ACC (lcw-
i |
B Policy & Objects > \ \\
& Security Profiles > ‘ \
O VPN > \
& User & Device > \ :
~ s —
*F WiFi & Switch Controller > (
| emen
18 Log & Report > Security Fabric: ENTLAB-HW \
\
@ Monior > fem 2« '-
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No Access Device  Device Traffic>  © now = o O

-
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FORTIOS

FABRIC

g

CONNECTORS

8

AUTOMATION

[ D
= NN
| QO

[ FO |
USE CASES

Q

[

FABRIC AGENT

&

ORCHESTRATION
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FORTIGUARD

Security Rating Threat Intelligence

FortiSandbox
Cloud

Web Filtering

Intrusion

: Antivirus
Prevention

Application
Control

IP Reputation
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PARALLEL PROCESSING

NP6 CPU CP9

Accelerates ;j Accelerates

Network Flexible Content
Traffic  Policy Inspection

SoC3

Optimized for entry-level
form factors

More Performance Less Latency

i Y ¢
AR

Less Power Less Space




Intrusion
Prevention

/
[

y = 64,000
o e Mobile g THWARTED Malicious Website
Security - PER MINUTI Blocked Per Minute

Indicators of
Compromise
loC /

Sec\lljvr(iat?/

Threat
Intelligence

s ' 8,000,000
INTRUSION ‘ oK NTAUSON

resisted per minute

PREVENTION

M Antispam

Security
Rating
Service FortiGuard
Services Vulnerability )2,VUU. 490,000 !)
Web Management MALWARE PROGRAMS LOBALLY PER YEAB
Filtering

Virus Outbreak

Protection Service 57@

s IP Reputation DISCOVERED

Application
Control

Content Disarm
& Reconstruction Snapshot of the activities performed by FortiGuard Labs (based on Q3 2018)
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Zertifizierung
— Network Security Expert Program
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Step
NSE 1

Security Associate

NSE 2

Security Associate

NSE 3

Security Associate

NSE 4

Professional

NSE 5

Analyst

NSE 6

Specialist

Level Objective

Develop a foundational understanding of the ever-increasing threat landscape and of
common network security concepts.

Develop the knowledge of Fortinet Security Fabric solutions required to address the
threat landscape and security concerns discussed in NSE 1.

Develop the skills to describe how the features of key Fortinet products are used to
create the solutions discussed in NSE 2.

Develop the knowledge to manage the day-to-day configuration, monitoring, and
operation of FortiGate devices to support corporate network security policies.

Develop a detailed understanding of how to implement network security management
and analytics.

Develop an understanding of the fabric products that augment FortiGate to provide
deeper and more comprehensive network security.

Develop the knowledge to integrate Fortinet products to deploy and administrate
network security solutions.

Demonstrate the ability to design, configure, install, and troubleshoot a
comprehensive network security solution in a live environment.

SALES

TECHNICAL

FortiGate / FOS

FortiManager & -
Analyzer

FortiMail, FortiADC,
FortiSandbox, etc

«Troubleshooting»
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NSE Training @ ALSO e

FortiOS 6.0 aus der Praxis Emmen (Luzern) 24.10.2018 - 24.10.2018
FortiGate (FortiOS 5.6) fur Einsteiger Emmen (Luzern) 20.11.2018 - 21.11.2018
NSE 4 FortiGate Security Systems | Online 26.11.2018 - 28.11.2018
NSE 4 FortiGate Security Systems |l Online 29.11.2018 - 30.11.2018
FortiGate Il - Fortinet Network Security Troubleshooting (NSE7) Online 11.12.2018 - 13.12.2018
NSE 4 FortiGate Security Systems | Online 17.12.2018 - 19.12.2018
NSE 4 FortiGate Security Systems || Online 20.12.2018 - 21.12.2018
NSE 4 FortiGate Security Systems | Emmen (Luzern) 21.01.2019 - 23.01.2019
NSE 4 FortiGate Security Systems | Wallisellen 21.01.2019 - 23.01.2019
NSE 4 FortiGate Security Systems Il Emmen (Luzern) 24.01.2019 - 25.01.2019
NSE 4 FortiGate Security Systems || Wallisellen 24.01.2019 - 25.01.2019
NSE 4 FortiGate Security Systems | Wallisellen 25.03.2019 - 27.03.2019
NSE 4 FortiGate Security Systems | Emmen (Luzern) 25.03.2019 - 27.03.2019
NSE 4 FortiGate Security Systems Il Emmen (Luzern) 28.03.2019 - 29.03.2019
NSE 4 FortiGate Security Systems || Wallisellen 28.03.2019 - 29.03.2019

Fortinet Training: https://www.also-training.ch/de/module/manufacturers/8-fortinet
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https://www.also-training.ch/de/module/trainings/634-fortios-6-0-aus-der-praxis?event=2228
https://www.also-training.ch/de/module/trainings/69-fortigate-fortios-5-6-fuer-einsteiger?event=1816
https://www.also-training.ch/de/module/trainings/524-nse-4-fortigate-security-systems-i?event=2246
https://www.also-training.ch/de/module/trainings/66-nse-4-fortigate-security-systems-ii?event=2249
https://www.also-training.ch/de/module/trainings/68-fortigate-iii-fortinet-network-security-troubleshooting-nse7?event=2132
https://www.also-training.ch/de/module/trainings/524-nse-4-fortigate-security-systems-i?event=2247
https://www.also-training.ch/de/module/trainings/66-nse-4-fortigate-security-systems-ii?event=2248
https://www.also-training.ch/de/module/trainings/524-nse-4-fortigate-security-systems-i?event=2286
https://www.also-training.ch/de/module/trainings/524-nse-4-fortigate-security-systems-i?event=2345
https://www.also-training.ch/de/module/trainings/66-nse-4-fortigate-security-systems-ii?event=2289
https://www.also-training.ch/de/module/trainings/66-nse-4-fortigate-security-systems-ii?event=2347
https://www.also-training.ch/de/module/trainings/524-nse-4-fortigate-security-systems-i?event=2346
https://www.also-training.ch/de/module/trainings/524-nse-4-fortigate-security-systems-i?event=2287
https://www.also-training.ch/de/module/trainings/66-nse-4-fortigate-security-systems-ii?event=2288
https://www.also-training.ch/de/module/trainings/66-nse-4-fortigate-security-systems-ii?event=2348
https://www.also-training.ch/de/module/manufacturers/8-fortinet

Workshop @ ALSO 2019

FortiOS 6.2 Emmen 05. Juni 2019

Fortinet Tech Workshop Emmen 16. Oktober 2019
NSE 1-3 Training fur Sales Emmen Mehrere Daten (offen)
ALSO Cyber Security Day Zurich 04. April 2019

o1 M0 1aRets ARERR: 1Yo ok
3 *3 L+ 08-12: Tech Sessions
3“ s G '« 12-13: Lunch & Ausstellung
019 -+ 13-17: Produktupdate
2 Key Note: «Effizienz oder Agilitat:
Wie Uberlebe ich die nachsten 2 Jahre?»
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http://also.ch/goto/securityday
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